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1
Decision/action requested

SA3 is kindly asked to approve the proposed text in the clauses of introduction and general approach for SECOP-specific security requirements and related test cases.
2
References

[1]
S3-201176

Skeleton of Security Assurance Specification for Service Communication Proxy (SECOP)
3
Rationale

This pCR proposes the text in the clauses of Introduction for SECOP-specific security requirements and related test cases based on S3-201176 [1], as well as adding the references used in the main text. 

4
Detailed proposal

*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 33.117: "Catalogue of general security assurance requirements".
[y]
3GPP TS 33.501 “Security architecture and procedures for 5G system” (Release 16).

*************** Start of the 2nd Change ****************

4
SECOP-specific security requirements and related test cases
4.1
Introduction


The structure of the present document is aligned with TS 33.117 [x] such that the SECOP-specific adaptation of a generic requirements in TS 33.117 [x] clause 4.a.b.c.d can always be found in TS 33.5xx clause 4.a.b.c.d. The text on pre-requisites for testing in clause 4.1.1 of TS 33.117 [x] applies also to the present document.
4.2
SECOP-specific adaptations of security functional requirements and related test cases

4.2.1
Introduction

The present clause describes the security functional requirements and the corresponding test cases for SECOP network product class. The proposed security requirements are classified in two groups: 

-
Security functional requirements derived from TS 33.501 [y] and detailed in clause 4.2.2

-
General security functional requirements which include requirements not already addressed in TS 33.501 [y] but whose support is also important to ensure that SECOP conforms to a common security baseline detailed in clasue 4.2.3.
4.2.2
Security functional requirements on the SECOP deriving from 3GPP specifications and related test cases


4.2.2.X
Security functional requirements on the SECOP deriving from 3GPP specifications – general approach

In addition to the requirements and test cases in TS 33.117 [x], clause 4.2.2, an SECOP shall satisfy the following:

It is assumed for the purpose of the present SCAS that an SECOP conforms to all mandatory security-related provisions pertaining to an SECOP in: 

-
3GPP TS 33.501: "Security architecture and procedures for 5G system";

-
other 3GPP specifications that make reference to TS 33.501 or are referred to from TS 33.501 (e.g. TS 23.501, TS 23.502, TS 29.500, etc.). 

Security procedures pertaining to an SECOP are typically embedded in NF/NF indirect communication, delegated discovery, message forwarding and routing, optional interaction with UDR and are hence assumed to be tested together with them at PLMN level, shared-slice level and slice-specific level. 

*************** Start of the 3rd Change ****************

4.3
SECOP-specific adaptations of hardening requirements and related test cases


4.3.1
Introduction

The requirements proposed hereafter (with the relative test cases) aim to securing SECOP by reducing its surface of vulnerability. In particular, the identified requirements aim to ensure that all the default configurations of SECOP (including operating system software, firmware and applications) are appropriately set.
*************** End of Change ****************

